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A Comprehensive Study of 1oT Enabled Smart Grid
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Abstract- Systems that are used for monitoring and controlling
are known as supervisory control and data acquisition systems.
Not the entire control permissions, but rather the supervisory level
is the primary focus of this. Several different kinds of sensors are
being utilized in order to collect data in real-time. What is the
Internet of Things (IoT)? It is a three-dimensional connectivity
that can be used for anything, at any time, in any location. The
comparison between the SCADA system and the Internet of Things
is carried out in this study. In addition, this section of the study
focused on the benefits of the Internet of Things (1oT) and offered
some suggestions for integrating the 10T with the SCADA system.
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l. INTRODUCTION

When people talk about "the grid," they are referring to

the electric grid, which is a network of transmission lines,
substations, transformers, and other components that
transport electricity from the power plant to individual homes
and businesses. When you turn on your light switch or turn
on your computer, it is what you plug into the electrical
socket. The current electric grid that we use was constructed
in the 1890s, and it has been updated after each decade as
technological advancements have been made [1]. Currently,
it is made up of more than 9,200 electric generating units that
have a capacity of more than one million megawatts and are
connected to transmission lines that are more than 300,000
miles long. We are pushing the patchwork nature of the
electric grid to its limits, even though it is widely regarded as
an engineering wonder [2]. Supervisory Control and Data
Acquisition is what has been abbreviated as SCADA.

In the 20th century, the idea of SCADA was first
considered and implemented. In order to control and monitor
equipment that was put in faraway areas, numerous industries
required this capability. To operate their machinery, they
would dispatch personnel to far-flung areas. During the time
that the computer was first developed and utilized for
industrial control. Within the utilities industry, supervisory
control was initially very well received.
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A Testing the Smart Grid

There will be millions of components and parts that make
up the Smart Grid. These include controls, computers, power
lines, and various new technologies and pieces of equipment.
Once all of the technologies have been perfected, the
equipment that has been installed, and the systems that have
been tested, it will take some time before they can be used.
And it won't happen all at once; the Smart Grid is going to
evolve piece by piece over the course of the next decade or
two. The Internet has already brought about a transition in the
way that people live, work, play, and learn. It is conceivable
that the Smart Grid will bring about the same kind of change
once it reaches its maturity.
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Figure 1: Communication Network [4]

1. RELATED WORK

The comparison between SCADA and the Internet of
Things is taken into consideration when studying a variety of
research papers and articles. Here is a list of some of those on
the list:

A comparative investigation has been performed, and the
communication protocols of both of these entities have been
described. In addition, they brought attention to the risks that
SCADA and loT.

The need for dynamic control and power management is
emphasized three times. In addition to this, they attempt to
elucidate the shortcomings of the current system. In addition
to this, they brought up the execution of programming,
testing, and the adjustment of the output state of the system.

1. SCADA SYSTEM

In the 1970s, the acronym SCADA did not make its debut
until much later. PLCs, which stand for programmable logic
controllers, and RTUs, which stand for remote terminal units,
were used to initiate the SCADA system. Both PLCs and
RTUs are examples of microcomputers that are capable of
communicating with multiple objects of the same type
simultaneously. This system is capable of controlling and
monitoring operations, as well as creating a log file that
contains a record of all events.
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Sensors [22,24,27], motors, valves, and other controls are
included in SCADA. In industrial organizations, it is utilized
to a great extent. When it comes to making intelligent
decisions, it helps to boost efficiency and process data. Some
examples of public-sector undertakings (PSUs) that make use
of this system include those in energy, oil and gas,
transportation, manufacturing, and other sectors. SCADA is
not a specific technology; rather, it is a form of application or
pure software package that facilitates interaction between
hardware and programmable logic controllers (PLCs).

A Data Acquisition System

The process of retrieving information from pieces of
equipment that are not always in the order that was intended
is known as data acquisition. To put it another way, data
acquisition is the process of utilizing a computer to measure
a physical quantity or an electrical quantity, such as
temperature, current, voltage, sound, and so on. The computer
requires additional hardware and sensors in order to measure
such a quantity. Data measurement, data transformation, and
data processing are all performed by a computer that is
equipped with software. This computer is also used to control
the various activities [3],[4].[5].[6].[7].

There are many different kinds of application software
that provide facilities such as analyzing, obtaining, and
measuring the parameters of data. SCADA offers a facility
that allows for the collection of data from a variety of sensors
and the transmission of that data back to the control action.
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Figure: 2 Architecture of SCADA [5]
Some common sensors are enlisted below:
Table: 1 Common Sensors used by SCADA

Sr.No | Measure Quantity Sensors
1. Force and Pressure Strain Gage, Piezoelectric
Transducer
2. Position and Potentiometer, LVDT, Optical
Displacement Encoder
3. Temperature/heat Thermocouple, RTD, Thermistor
4. Light Photo Sensor
5. Sound/Voice Microphone
6. pH pH Electrode
B. Control Mechanism of SCADA

By utilizing switches, the SCADA system is able to
exercise control over the devices. Although it is controlled
automatically, there are certain circumstances in which it

Retrieval Number:100.1/ijdcn.E5018121521
DOI:10.54105/ijdcn.E5018.041221
Journal Website: https://www.ijdcn.latticescipub.com

36

must be handled manually or by a human. What is known as
the Human-Machine Interface (HMI) is provided by the
SCADA. Human-machine interfaces (HMI) display the
information that a human has requested [8], [9], [10], [11],
[12], [13], [14], [15], [16], [17], [42].[43].[44],

V. INTERNET OF THINGS

The 10T is a collection of various objects/things/modern
technologies and working together in the form of a network
of devices. The 10T is next industrial revolution which are

also known as industry 4.0 [18], [19], [20], [21].
N
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Figure 3: 10T Connectivity [6]

The 10T have also various type of sensors contain the
sensing elements. And these sensors are sensing the quantity
and send them to requested node [22]. [23], [24], [25], [26].
Sensors and their measuring quantity

Table: 2 Common Sensors used by loT

Sr. No Sensors Description
1. Proximity Presence of object
2. Infrared Detect infrared radiation.
3. Gyroscope Angular velocity or angular rate.
4. Optical Measure physical quantity of light rays.
5. Accelerometer Measurable acceleration
V. COMPARISON ANALYSIS
Table 3: Comparative Analysis of loT Parameters
Existing
Sr. No. | Features loT Technology
Traditional
architecture, a
:'aa\;eci ﬂ:g restricted  user
1. Scalability pacity base, and slower
process  any report execution
quantity of data times [27], [28],
[29]
In addition to .
being backed It is a ?mgller
. by a machine amount o . ata,
2. Data Analysis learning and there is no
module, long- Fglztfncal data
term data.
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OPC-UA is | For Data
3. Standardization | used for collect | gathering OPC is
data. used [31], [32].
MQTT There is no
support for
protocol as a -
devices that
means of
- enabling come from a
4. Interoperability - different
communication
manufacturer or
between
- that use a
different . .
devices different version
' of software [33].

The SCADA and Internet of Things are components that
are required for sensors to communicate with real-time
equipment to acquire data [34], [35], [36]. A network of
physical devices that are connected to one another by
electrical means, software configuration, sensors, and
network connectivity is referred to as the internet of Things
(loT). Each platform has several advantages, but it also has
some advantages and certain vulnerabilities. When it comes
to communication, the Internet of Things communicates with
one another through the Internet and with other devices. For
communication, the protocols MQTT, XMPP, DDS, and
AMQP are utilized. During the process of collecting devices
and communicating with the server, the MQTT protocol is
utilized. SCADA have many vulnerabilities i.e slow updates,
lack of knowledge of devices etc [37], [38], [39], [40], [41].

VI. CONCLUSION AND FUTURE SCOPE

The Supervisory Control and Data Acquisition system as
well as the Internet of Things are also topics that are covered
in the study. During this investigation, the common sensors
that are utilized by SCADA and 10T are also being identified.
The Internet of Things makes use of a large number of
sensors; however, this study only focuses on a few of the most
common sensors. 10T is significantly more efficient than
SCADA. Additionally, the communication protocol that the
Internet of Things uses should be discussed. Currently, the
Smart Grid is at its infant stage of development. The entire
power community is currently engaged in the process of
comprehending and constructing intelligent power grid
systems, which is a topic that will be required in the future.
To expose the weaknesses of SCADA, overcome those
weaknesses, and integrate with the Internet of Things, this
paper has been prepared. The industry is likely to undergo the
next revolution, which is known as Industry 4.0 if the existing
technology is combined with the Internet of Things.
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